BRITESKY PROTECT

Firewall as a Service

Your cloud network firewall is the first line of defense against
cyberattacks. However, continuously evolving threats and the
unwavering persistence of attackers make it difficult to ensure your
firewall is always ready to protect your network.
BriteSky Protect eliminates the challenges of cloud firewall
management and maintenance. You have a fully customizable Firewall
as a Service (FWaaS) solution that provides complete, cost-effective
protection from cyberattacks and network intrusions.

Optimize Firewall
Management
Protect your cloud network and data
with an advanced managed firewall
offering:

Customize Network Edge Protection
BriteSky Protect integrates easily with your enterprise cloud environment as well as
on-premises and external networks. It includes a complete set of managed firewall
services, including:
•
•
•
•
•
•
•

Network security analysis and recommendations
Firewall deployment and integration (if needed)
Ongoing management and maintenance of firewall appliances
24/7 traffic monitoring and analysis
Regular firmware upgrades and patch management
Weekly signature monitoring and management
Five standard configuration changes per month

Rest Assured Your Network
Is Always Protected
BriteSky Protect includes a powerful event logger that streamlines and
consolidates all logs and delivers them to analysts in the BriteSky Defensive Cyber
Operations (DCO) Center over a secure virtual private network (VPN) connection.
For maximum oversight, BriteSky Protect continues collecting logs for up to 72
hours after internet outages and delivers them to the BriteSky DCO when service
is restored. BriteSky network security experts can remotely access the firewall to
securely program automated configuration changes and protection upgrades
based on consolidated event logs.

• Integrate firewall protection that
continuously adapts to changing
threat profiles.
• Reduce capital, operating,
management, training, and support
costs associated with managing
and maintaining advanced firewall
protection systems.
• Quickly and easily add additional
firewalls to protect your central
network and branch locations.

Streamline Your Transition to
Managed Firewall Services
We make your move to BriteSky Protect as simple
and seamless as possible.
We conduct an in-depth network security
analysis and provide detailed recommendations,
you choose the options that suit your operations,
and we work with your IT team to integrate the
customized FWaaS solution.

Combine
BriteSky Protect
with customized
BriteSky Cybersecurity
products and solutions
to create a high-security
enterprise cloud
environment.
Build as You Grow
The unprecedented levels of flexibility and security offered in BriteSky Protect
are enabled by the unique, layered Portable On-Demand Data Center (PODD)
architecture in our BriteSky Core solution.

BriteSky is Canadian-owned and -operated. We will
never copy, review, or mine your corporate data or IP
for any purpose. All data rights and controls remain
property of your organization.

BriteSky Core is engineered from the ground up to grow with you. You can use
BriteSky Protect on its own, or combine it with any of our other managed cloud
services today or in the future. You can choose:

Rely on Field-Proven Expertise

•
•
•

BriteSky Preserve for Storage as a Service (SaaS) and Backup as a
Service (BaaS)
BriteSky Recover for Disaster Recovery as a Service (DRaaS)
BriteSky Reside for Infrastructure as a Service (IaaS)

For maximum protection, you can also combine BriteSky Protect with
customized BriteSky Cybersecurity products and solutions to create a highsecurity enterprise cloud environment.

BriteSky Protect leverages our decades of real-world
experience designing, building, and delivering custom
cloud solutions for leading enterprises, governments,
and banking institutions across Canada.
Our highly skilled and dedicated engineers have
extensive real-world data center experience and
incorporate only best-of-breed hardware and
software from leading vendors.

Leverage Our Compliance
At BriteSky, we constantly adopt and evaluate ourselves against industry best
practices and certifications. All of our staff have Government of Canada Secret
(Level II) clearance. In addition, our cloud products and solutions adhere to the
following certifications and accreditations which are renewed annually:
•
•
•
•
•

SOC 2 Type 2
ISO 27001: 2013
ISO 27017 and ISO 27018
SAP cloud and infrastructure operations
ITSG-33 Protected B Cloud Assessment completed by the Canadian
Center for Cyber Security (CCCS) and Communications Security
Establishment (CSE)

Our managed cloud services provide Canadian enterprises with data residency
and data sovereignty. All data, including security logs, events, and remediation
actions, remains on Canadian soil, managed from a state-of-the-art security
network operations center in Ottawa.
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Contact Us
To learn more about BriteSky Protect and how it
helps you achieve your business goals, get in touch
today.
Phone: +1 (613) 836-3700
Email: info@britesky.ca

www.britesky.ca

